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Mobile security is a huge topic

This Is just a taster!
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ﬂ Mobile Systems Security

Iobile phones have had a very significant impact on individuals and businesses over the past ten years and their
influence continues to grow. Their technologies are also being incorporated into a variety of other mobile systems. Very
significant amounts of personal data, financial data, and corporate data are being carried around on devices which are
increasingly prone to data loss through both theft and software-based attack. Even in businesses the security of mobile
devices is often still ignored. For both the development of new functionality and the emergence of new security threats
these mobile platforms are the centre of attention, moving focus away from PC and laptop devices. Ensuring and
maintaining mobile security is of paramount importance to all of us. This course analyses the whole subject of mobile
security, across the complex industry of multiple players, threats and technologies

Course dates

8th June 2015 Oxford University Department of Computer Science 06 places remaining
2nd November 2015 Oxford University Department of Computer Science 17 places remaining
6th June 2016 Oxford University Department of Computer Science 18 places remaining
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Phones have constantly been under attack

Fraudsters

Premium rate / international calling
Subsidy fraud

Call interception
Denial of Service
Device Hacking
Nation state attacks
Journalists

Etc.

Continuous security improvement
Networks and devices
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Hacking, CrackingJailbreakingand Rooting
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HE THREAT LANDSCAPE
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The problem with devices

Copyright © 2015 Copper Horse Solutions Ltd. All rights reserved.




http://www.mobilephonesecurity.org
7TEAO60 A AAOEAA

——— . ——————————)

engadge&“\

Becks loses two Bimmers to laptop-toting thieves

Evan Blass

For every hundred or so stupid criminals that we feature on these pages, there are a few just as brilliant as their contemporaries are dim: look at the
international group of hardware pirates who managed to build their own version of Japan's NEC Caorp, or the laptop-toting thieves who succesfully
stole not one, but two, of seeeer football star David Beckham's BMW X5 SUVs by hacking the keyless-entry systems. In the last six months, the
Real Madrid star and Mr. Posh Spice has seen two of his $60,000 vehicles lost to geeky criminals, with the most recent GTA occurring while Becks
dined at a mall in Spain. Apparently thieves armed with a particular model's security schematics can jack into the car's PC and run software that
dumps out the necessary codes for breaking the encryption, allowing them to unlock the doors, start the engine, and in some cases, even disable
built-in tracking devices. Yeah, we're kind of impressed. but let's see these fancy criminals use their high-tech lockpicks to "hack” the cold, hard
steel of our "Club LX."

Source: http://www.engadget.com/2006/05/03/becks-loses-two-bimmers-to-laptop-toting-thieves/
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Technical threat vectors

Cloud services
Near Field

T Bluetooth
Communication
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SMs = Voicemail
Device Access

Control Web/
Browser

Applications
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Handset theft

U.S. officials to meet over cellphone thefts

Terry Collins, Associated Press < 04pm EOT June 5 20132 '

Theft of smartphones dubbed a "national epidemic"

Theft of mobile phones at
German airport facility

On August 6th, a container loaded with
approximately 900 mobile telephones
was forced open at the airport by
ground handiing personnel in Kirchberg,
Germany. CCTV captured employees
placing screens to block the camera's
view of the container and several people
were sean moving to and from the
screens. Later on, apparently to cover
the theft, the unit load was wrapped
again with plastic and netting. The loss
value is estimated at €240,524.

Source: TAPA member
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Continued global industry work since 1999

GSMA Global Database

9 principles and other device hardware security work
IME| weakness and reporting process

SG.24 Anti-Theft DeviceFeature Requirements

Network operators already requesting in device requirements

Input and comment from major manufacturers including Samsung,
Google and Apple

Continuingto look at innetwork measures

Partnership approach works industry / government / Police
Societal issue, not a technological one



Networks, manufacturers to boost device
securlty following OMTP recommendations

May 22, 2008

New OMTP document outlines recommendations to
increase handset security welcomed by Home Secretary
Jacqui Smith

Maohile network organization Open Mohbile Terminal Flatform (OMTP)
has announced recommendations to set standards for hardware
security in mobile devices for up to the next 10 years.

The OMTP recommmendations are published in the new document
"Advanced Trusted Environment”, which discuszses security
recommendations, that if implemented, will enable a device to
provide better protection for new mobile payment solutions and

OMTP: Home Secretary welcomes mobile phone industry's
ongoing commitment to handset security;New security
recommendations from OMTP raise the bar for mobile phone
security

Home Secretary Welcomes Mobile Phone Industry's Ongoing
Commitment to Handset Security

New Specifications for Security Layers in Mobile Phones Published

The UK's Home Secretary Jacqui Smith has welcomed the release of the Advanced Trusted
Environment recommendations document from the mobile industry's device requirements body
OMTP. This will lead to enhancements in the underlying security of mobile phones over the next few
years and are the results of two years worth of effort by the major players in the mobile phone

industry
iy Die britische Innenministerin begri.jss't das anhaltende Engagement der
| Mobiltunkindustrs m Bers cn.aenMobliteiplonsicherneit =




