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Introduction  

ÁMobile security is a huge topic 

ÁThis is just a taster! 

ÁLŦ ȅƻǳΩǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ƳƻǊŜΥ 
http:// www.cs.ox.ac.uk/softeng/subjects/MSS.html 
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Some History 

ÁPhones have constantly been under attack 
ïFraudsters 

ÅPremium rate / international calling 

ÅSubsidy fraud 

ïCall interception 

ïDenial of Service 

ïDevice Hacking 

ïNation state attacks 

ïJournalists 

ïEtc. 

ÁContinuous security improvement 
ïNetworks and devices 
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Hacking, Cracking, Jailbreaking and Rooting 
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THE THREAT LANDSCAPE 
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The problem with devices 

 

 

 

 

People tamper with things!  
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Source: http://www.engadget.com/2006/05/03/becks-loses-two-bimmers-to-laptop-toting-thieves/  
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Is it real? 
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Technical threat vectors 
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Handset theft 
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Anti-Theft Measures 

ÁContinued global industry work since 1999 

ÁGSMA Global Database 

Á9 principles and other device hardware security work 

Á IMEI weakness and reporting process 

ÁSG.24 ς Anti-Theft Device Feature Requirements 
ÅNetwork operators already requesting in device requirements 

ÅInput and comment from major manufacturers including Samsung, 
Google and Apple 

ÁContinuing to look at in-network measures 

ÁPartnership approach works industry / government / Police 
ÅSocietal issue, not a technological one 
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